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1. Timely Move: MIIT to Strengthen Data Security Management in the
Field of Industry and Informatization

Authors: Kevin DUAN | Kemeng CAIl | Tina WANG

On September 30, 2021, The Ministry of Industry and Information Technology (“MIIT”) issued for public
comments the Measures for Administration of Data Security in the Field of Industry and Informatization (for
Trial Implementation) (Draft for Comment) (the “Measures”). The Measures are the first regulatory
document (draft for comment) in the field of data security to be formulated by industry regulators following
the effectiveness of the Data Security Law and would create a series of new tasks and requirements for
enterprise data compliance.

The core contents of the Measures are summarized as follows:

B Scope of application. The Measures regulate all industrial and telecom data processing
activities carried out within China. Regulated subjects include all types of enterprises in the
software and information technology service industry as well as enterprises that hold telecoms
business licenses, as well as apps operators in “software and information technology service
industries” that provide products and services through apps. The Measures apply to all personal
information processing activities.

B Scope of important data and core data and enhanced administrative requirements. The
Measures refine the principles for identifying important data and core data from perspective of the
degree of potential harm resulting from data leaks while they do not provide examples of data types
that are considered important data or core data. The aforesaid principle will provide support for
the assessment of effects of important data or core data on the national security risk stipulated
under the Measures for Cybersecurity Review (Revision Draft for Comment). In addition, the
Measures also strengthen management requirements for core data and important data from
various aspects, including working systems, data storage, data transmission, and data cross-
border transfer. Notably, the Measures for the first time call for a prohibition on the export of core
data.

B Filing and reporting obligations. The Measures stipulate filing and reporting obligations for data
processors on the processing of important data and core data. Those obligations, as well as
strengthened management requirements for important data and core data (including data export
requirements), demonstrate the regulator’s attitude and approach in urging data processors to
implement relevant supervision requirements.

B Enterprises must clearly designate a data security responsible person and undertakes full
lifecycle data security protection obligations. Enterprises are required to specify the person
and department responsible for data security management and, where processing of important
data or core data are involved, designate a department to be specially responsible for data security
management and allow the Party committee (Party group) or leading body be in charge of data

www.hankunlaw.com




HAN KUN

security. Furthermore, enterprises should ensure the full lifecycle of data security compliance in
accordance with the Measures.

B Conduct security assessments and cooperate in data security reviews. Enterprises should
implement data security assessments and make data rectification according to data grades.
Specifically, enterprises should conduct self-assessments for general data and conduct annual
security assessments and fulfill reporting obligations for important data and core data. Where
processing of important data or core data affects or may affect national security, such data
processing activities may be subject to data security review and, in some cases, may be subject
to a cybersecurity review.

Below, we summarize and comment on the key requirements regarding data security management for
industrial and telecoms industries data under the Measures.

Extensive application scope: multi-dimensional supervision of personal information
and exceptions in specific industries

The Measures provide an extensive application scope, specifying data types and enterprise types subject
to regulation. Specifically, industries subject to the Measures may include Internet, Internet of Vehicles,
autopilot, artificial intelligence, and cloud computing. Furthermore, enterprises in sectors such as
healthcare, finance, and hospitality that hold telecoms operating licenses may also be subject to the
Measures. In addition, the Measures could also apply to all app operators, regardless of industry, if the
term “software and information technology service industries” is interpreted as products and services
provided through apps.

The Measures at Article 2 specifically defines their scope of application—the Measures apply to data
processing and security monitoring of industrial and telecoms data carried out within mainland China.
According to Article 3, “telecoms data” refers to data collected and generated in the course of telecoms
business operations; “industrial data” refers to data collected and generated in the business process of
“‘R&D and design, manufacturing, operation and management, operation and maintenance services,
platform operations, and application services” in the fields of “raw material industries, equipment industries,
consumer goods industries, electronic information and manufacturing industries, software and information
technology service industries, and industrial explosive materials industries”; “industrial and telecom data
processors” refer to all industrial enterprises, software and information technology service providers, and
telecoms business operators with telecoms operating licenses as well as other entities engaged in data

processing of industrial data and telecoms data.

It is worth noting that the Measures have no extraterritorial effect, unlike the Data Security Law and the
Personal Information Protection Law. In addition, the Measures in Chapter VIl exclude the application of
the rules for data processing activities that involve state secrets, password use, military data, government
data, data in science and technology industries, and the tobacco industry.

The Measures also stipulate extensive data types subject to their scope. Adhering to the philosophy of
the Data Security Law, which emphasizes control over personal information by categorizing it in the
catalogue of important data and core data, the Measures also adopt strengthened supervision of personal

www.hankunlaw.com




HAN KUN

data by implementing lifecycle security management of personal information®. Thus, enterprises must
fulfil their personal information protection obligations by complying with relevant laws and regulations on
protection of personal information and also by conforming to the data security management requirements
under the Measures.

The MIIT and cyberspace administration departments have long been engaged in regulatory and
enforcement activities with respect to personal information processing by apps. Enterprises handling
personal information are thus subject to supervision by multiple departments. The Measures cite as their
enabling laws the Cybersecurity Law and the Data Security Law, not the Personal Information Protection
Law. This signals that MIIT will focus to an extent on the regulation of data in the industrial and telecoms
fields, while it will not include all types of personal information in its purview.

Important data and core data: specifying industries and potential level of harm
resulting from data leaks

The Measures reiterate the method of data classification and data grading stipulated under the Data
Security Law, requiring that enterprises adhere to the principle of “first classify data, then grade data”.
Specifically, industrial and telecoms data is to be categorized into research and development data,
production and operations data, management data, operation and maintenance data, business
service data, and personal information (Article 7); in terms of data grading, industrial and telecoms data
will be divided into three grades according to the criteria set forth in Articles 8 to 10: general data,
important data, and core data.

Data whose leakage will cause the following consequences will be defined as important data:

B Threatening to political, territorial, military, economic, cultural, social, scientific and technological,
cyber, ecology, resource, and nuclear security, possibly affecting data security in key state areas
such as overseas interests, biology, space, polar regions, deep sea, and artificial intelligence;

B Interfering with the development, production, operation, and economic interests of industrial or
telecoms industries;

B Causing major data security incidents or work safety accidents, which have a serious impact on
public interests or legitimate rights and interests of individuals or organizations, and have
substantial negative social impacts;

B Causing obvious cascading effects, having widespread influence that spread to multiple industries,
regions, or multiple enterprises within the same industry, or having long-term effects that
significantly prevents industrial development, technological progress, and industrial ecosystems;
or

B Paying high prices for recovery of the data or elimination of negative impacts.

1 See Administrative Measures on Data Security in the Field of Industry and Informatization (for Trial) (Draft for Comment)
by clicking:
https://www.miit.gov.cn/cms_files/filemanager/1226211233/attach/20219/1d1668e46e644b42b04a95db4 3854607 .pdf.
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Data whose leakage will cause the following consequences will constitute core data:

B Severely threatening the political, territorial, military, economic, cultural, social, scientific and
technological, network, ecosystems, resources, and nuclear security, and seriously affecting data
security in key state areas such as overseas interests, biology, space, polar regions, deep sea,
and artificial intelligence;

B Severely affecting industrials and telecoms and their important “backbone” enterprises, critical
information infrastructure, and important resources; or

B Severely damaging the industrial production and operation, telecoms, Internet operations and
services, resulting in wide-ranging business shutdowns, wide-ranging network and service
breakdowns, and massive loss of business processing capabilities.

From the above definition, we understand industrial and telecoms data that may have an impact on national
security may be regarded as important data, even core data. That also constitutes the basis for the
national security-oriented Measures for Cybersecurity Reviews (Revision Draft for Comment), which
includes in its scope of review “risk of theft, leakage, damage, illegal use or export of core data, important
data or large amounts of personal information”.

However, enterprises still await clearer guidance in practice on specific standards for the grading of the
industrial and telecoms data, because the Measures merely stipulate general principles for assessing the
consequences of leakage of relevant data and lack specific standards to identify how the leak would
“severely threaten”, “severely affect”, or “severely damage” relevant industries. In addition, as the local
departments of industry and information technology and communication administrations would be
responsible for formulation and reporting of the catalogues of important data and core data for specific
industries and regions, the scope of important data and core data remains to be further specified by the

MIIT following the implementation of the Measures.

Reporting and filing: increase transparency of data processing

According to Article 11 of the Measures, the government will establish a “MIIT — local authorities — data
processor” three-level linkage data classification and grading system in the field of industry and information
technology, and will accordingly establish a series of working mechanisms in the future, such as data
classification and protection mechanisms, a mechanism for reporting and filing of important data and core
data, etc. Under this data management system, enterprises mainly have the following three types of
compliance obligations:

B First, the enterprises must classify data into different catalogues and develop data lists,
and thereby determine lists of important data and core data. Enterprises must review the
data classification and grading on regular basis and update the list from time to time.
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B Second, enterprises must implement hierarchical protection of the classified and graded
data. Enterprises must exercise special protection for important data, and implement stricter
management and protection of core data. Where data of various grades are processed at the
same time and it is difficult to separately adopt protective measures for each specific grade of data,
protective measures applicable to the highest grade are to be adopted.

B Third, enterprises are responsible for reporting and filing of important data and core data
after the data classification and grading. Enterprises are required to report important data and
core data catalogues to the local industry and information technology authorities or
communications authorities, and file important data and core data according to relevant
requirements. If there is any change in the filed data?, the enterprises should report such change
to the filing authority within three months, and update the filed contents.

For data included in the reporting catalogue of important data and core data, enterprises should exercise
enhanced protection on such data according to the requirements in the Measures in full lifecycle of data
processing.

Leadership responsibility for data security: detailed description of responsibilities and
leaders’ responsibility

The first step for enterprises to fulfill their data security management obligations is to establish and improve
their data security leadership system according to the Measures. The Measures set detailed
requirements for departments and personnel responsible for data security management, requiring
enterprises to specify the department and person in charge of data security management, and specify key
positions and personnel involved in data processing.

For enterprises involved in processing important data and core data, the Measures further provide that the
Party committee (group) or leadership team will undertake primary responsibility for data security; the head
of the enterprise is the first responsible person for data security; and the person in charge of data security
is the person directly responsible for data security. Furthermore, the enterprises should designate a
department especially responsible for data security. Therefore, we recommend enterprises that process
important data and core data to examine and adjust their organizational structures going forward, and to
adjust their current organizational structures where various data security responsibilities fall onto one sole
department or officer, so as to meet requirements of the Measures to implement enhanced protection of
important data and core data.

Life-cycle security management: a manifestation of national security and public
interests

Compared with the Data Security Law and the Cybersecurity Law, which only provide general provisions
on data protection, the Measures, following concepts of the Measures for Administration of Data Security

2 The filed contents include basic information of data such as the quantity, type, purpose of processing and method of
processing, scope of usage, responsible party, and security measures, as well as information on data provision, disclosure,
cross-border transfer, undertaking, data security risks, incident handling, etc. See Article 12 of the Measures.
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(Draft for Comment), which not only set out the general requirements for protection of various grades of
data in full life-cycle of data management, but also stipulate additional requirements on the processing of
important data and core data. The Measures set forth specific compliance requirements for enterprises,
stipulating detailed requirements on execution of data security agreements and commitment letters, and
maintenance of processing records, which will provide guidance for enterprises to fulfill their data security
management obligations. In order to fulfill the full life-cycle of data security obligations, we recommend
enterprises to pay special attention to the following compliance requirements:

B Without the consent of relevant individuals or entities, enterprises may not create accurate portraits,
conduct data restoration, or carry out other data processing activities with respect to any specific
person.

B Enterprises must destroy industrial and telecoms data they maintain upon receipt of third-party
accredited request, if such request is raised for the purpose of protecting national security and
social and public interests.

B Enterprises must establish registration and approval mechanisms for the transmission of general
data, the supply of important data, and the use and processing of important data and core data,
which impose higher requirements on enterprises for the establishment of internal procedures and
maintenance of data processing records.

B Enterprises must obtain state approval for the transmission and supply of core data.

B Important data must be stored within mainland China. If enterprises truly need to transfer
important data cross-border, they should conduct a data export security assessment according to
laws and regulations. Under no circumstances may core data be transmitted abroad.

Pursuant to the Data Security Law® and the Cybersecurity Law*, the cyberspace administration and
relevant departments of the State Council are responsible for the formulation of the rules on cross-border
transfers of important data. As the Measures do not stipulate specific requirements for the export of
general data, storage and export of general data will be subject to certain restrictions if such data are
subject to special regulations. For example, the export of personal information is governed by provisions
of the Personal Information Protection Law.

w

Article 31 of the Data Security Law stipulates that: “The security administration of the cross-border transfer of important
data collected and generated by operators of critical information infrastructure during their operation in China shall be
subject to the provisions of the Cybersecurity Law of the People’s Republic of China; the administrative measures for the
cross-border transfer of important data collected and generated by other data handlers during their operation in the
People’s Republic of China shall be formulated by the national cyberspace administration authority in collaboration with
relevant departments of the State Council.”

IS

Article 37 of the Cybersecurity Law stipulates that: “Critical information infrastructure operators shall store personal
information and important data gathered and produced during operations within the territory of the People’s Republic of
China. Where itis truly necessary to provide such information and data to overseas parties due to business requirements,
a security assessment shall be conducted in accordance with the measures formulated by the national cyberspace
administration authority in concert with the relevant departments under the State Council. Where the laws and
administration regulations have other provisions, those provisions shall prevail.”
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Security assessment, monitoring and inspection, data security review: uncertainty
under the institutional framework

According to Chapters V and VI of the Measures, the State will implement data security supervision and
administration through data security inspection, assessment, authentication, supervision, inspection and
security review.

I  Conducting security assessments

According to Article 33 of the Measures, enterprises may conduct data security self-assessments for
general data, and should conduct annually security assessments of important data and core data and
report their important data and core data catalogues to the local authorities. Notably, Article 33 of the
Measures permits enterprises to conduct self-assessments either on their own or to entrust a third
party to do so.

I Assisting with supervision and inspection

According to Article 34 of the Measures, enterprises are obligated to cooperate with industry regulators
in their supervision and inspections and reserve a specific inspection interface. However, the
Measures do not clearly provide for issues of concern to enterprises such as the scope of inspection,
technical standards of the inspection interface, and interface access conditions. Clear guidance in
practice is still necessary from the competent authorities as to requirements on setting of inspection
interfaces.

Il Passing data security review

Similar to Article 245 of the Data Security Law, the Measures provide at Article 35 that the MIIT will,
under the coordinated working mechanism for national data security review, conduct data security
reviews of processing of industrial and telecoms data that affect or may affect national security.
However, the Measures do not specify under which conditions the review process will be launched or
the specific process of the review work. In addition, the Measures for Cybersecurity Review (Revision
Draft for Comment), which were released on July 10, 2021, subject data processing activities into the
scope of review, stipulating that data processing risk factors for assessment include “risk for core data,
important data or massive personal information to be stolen, leaked or destroyed, or illegally used or
taken abroad”. Therefore, enterprises that process industrial and telecoms data may have to go
through dual reviews under the Measures and the Measures for Cybersecurity Review.

Conclusion

MIIT plays an irreplaceable and important role in the data security regulatory system, as it administers
multiple industries that are fundamental and critical industries to the development of the digital economy,
including equipment and consumer goods industry, the telecoms industry, the electronic information
manufacturing industry, the software industry, and the Internet industry. The industry and telecoms

5 Article 24 of the Data Security Law stipulates that: “The State shall establish a data security review system, where data
handling activities that affect or may affect the national security will undergo national security review.”
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administrations rank first among industry administrations in the Data Security Law for undertaking data
security supervision responsibility for specific industries. This indicates that industrials and telecoms are
important industries for strengthening data security management. The Measures clarify the criteria for
identifying important data and core data in the industrial and telecoms industries, and provide strengthened
and practical compliance requirements for important data and core data security protection, to which
enterprises in the industrial and telecoms industries should pay great attention.
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2. The “Grey Rhino” of Anti-Monopoly Compliance — Examining the
Risks of Vertical Monopoly Agreements from the Latest Fine of
RMB290 Million

Authors: Angus XIE | Xiao GUO

On September 27, 2021, the Zhejiang Provincial Administration for Market Regulation (“ZAMR?”) released
on its website an administrative penalty decision against a manufacturer of civil electrical products for
implementing a vertical monopoly agreement to fix or restrict prices when it resold civil electrical products.
The penalty fine imposed was RMB290 million, equal to 3% of the manufacturer’s 2020 product sales in
mainland China of RMB9.827 billion.

The manufacturer issued an announcement on May 13, 2021, disclosing that it had been subject to an
investigation by ZAMR on suspicion of reaching and implementing a monopoly agreement with its trading
counterparts. According to ZAMR, the manufacturer violated Article 14 of the Anti-Monopoly Law of the
People’s Republic of China (the “AML”), which prohibits vertical monopoly agreements and states in part
that “[clompeting undertakings are prohibited from concluding the following monopoly agreements: (1) on
fixing or changing commodity prices resold to a third party; (2) on restricting the lowest prices for

commodities resold to a third party...”. ZAMR found that the manufacturer violated Article 14 by engaging
in a series of price control behaviors that resulted in implementing a vertical monopoly agreement to fix

and restrict product prices (resale price maintenance, or “RPM”).

Vertical price monopoly, a common monopolistic behavior in the sales of tangible products, is a focus for
anti-monopoly enforcement. This case further demonstrates the determination of the anti-monopoly
enforcement authorities to crack down on vertical price monopolies and serves as a warning for enterprises
in industries prone to vertical price controls.

Analysis of basic case information

ZAMR issued the administrative penalty decision by following the framework for analyzing resale pricing
behavior. Specifically:

| Existence of RPM

In this case, the manufacturer implemented a primarily distribution-based sales model supplemented
with direct sales. In the distribution process, the parties formulated “market operating standards” and
other documents that contained provisions on fixing product resale prices and restricting minimum
resale prices, and controlled product resale prices through various means, including the release of
pricing policies, execution of distribution contracts and letters of commitment with distributors, etc.
The details of these methods are as follows:

B Execution of distribution agreements. The agreements stipulated that the distributor would
“recognize and comply with the market management system agreed upon by both parties”, and
“the distributor shall strictly implement the markup rates filed with the company or required by the
company”.
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B Issuance of pricing policies. The manufacturer released pricing policies to various distributors,
stipulating that “for the final retail price, a 25% discount is the guide price, floating between a 15%
discount and 35% discount”; “as of today, for final retail price of GO6 (white), the guide price will be
adjusted to a 35% discount that is recorded in the company’s price list; a 40% discount is accepted
in retail end and promotional activities”. In addition, the manufacturer also released price lists of
products on QQ and DingTalk talk groups, etc., requiring distributors within the talk groups to sell

products at the “sales price” marked in the price list.

B Execution of distributor commitment letters. Distributors were required to sign commitment
letters to comply with the price control system of the manufacturer, which stipulated that “the retail
price of the wall switches and socket series products shall not be lower than 35% discount of that
recorded in the price list maintained by the company”; distributors must “comply with the
recommended pricing system maintained by the company (including but not limited to daily retail
prices, prices in general promotional activities, and large price promotions)”.

The manufacturer successfully exercised price controls over both its online and offline distributors by
fixing and restricting product prices and further strengthened pricing controls by establishing an
assessment and supervision team (establishing a market supervision department, inspecting market
prices openly or secretly and open channels to receive tip-offs of other distributors), entrusting
intermediaries to monitor prices (appointing a number of third party companies to supervise the retail
prices of its distributors), and punishing distributors who deviated (deducting points, requesting
payment of liquidated damages, banning their distributor qualifications, etc.).

Il Existence of anticompetitive effect

In this case, by analyzing the dominant position of the manufacturer’s products in the market and the
distributors’ dependence on key products, ZAMR determined that the manufacturer’s behavior of fixing
and restricting prices eliminated or restricted competition among distributors and end retailers, thus
harming the legitimate rights and interests of consumers and social and public interests.

Market share and safe harbors in vertical monopoly agreements

Notably, there are no requirements as to a manufacturer’s or distributor’s minimum market share or market
power for them to be found to engage in RPM, neither in provisions of the AML nor in administrative
enforcement. In another word, manufacturers and distributors may still be regarded as having reached
vertical monopoly agreement to restrict resale prices even if the manufacturer and the distributor have
relatively low market shares. This is particularly true in administrative enforcement that adopts the illegal
per se approach, “prohibited in principle, exempted individually”.

However, some guidelines or guiding opinions have stipulated conditions for exempting certain
agreements from being identified as monopoly agreements, certain of which have even attempted to set
out market share-based safe harbors for monopoly agreement. Specifically:

B [n accordance with the Guiding Opinions on the Exemption for Monopoly Agreements Signed by
Small and Medium-sized Enterprises in the China (Shanghai) Pilot Free Trade Zone, one
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exemption condition is that the agreement “will not significantly restrict competition in the relevant
market”. Small and medium-sized enterprises may satisfy this condition by arguing that they have
relatively small market share in the relevant market.

The Anti-Monopoly Guidelines in the Automobile Industry advance the concept of “presumed
exemption”, which means that in evaluating competition in vertical agreements, undertakings with
less than 30% market share may be presumed to have no significant market power, which is a
principle that has been recognized both in the law enforcement practice and theoretical studies.
However, these guidelines also stipulate that the presumed exemption mainly applies to vertical
monopoly agreements signed by undertakings without significant market power to impose vertical
geographic restrictions and customer restrictions, but fail to clarify whether the principle also
applies to vertical monopoly agreements involving resale price restrictions. With respect to the
exemption for RPM, these guidelines enumerate four situations where RPM will be exempted,
including the short-term resale price restrictions for new energy vehicles, in sales by the dealers
acting only as intermediaries, in government procurement, and in e-commerce sales by auto
suppliers.

The Anti-Monopoly Guidelines in the Field of Intellectual Property Rights establish a safe harbor
regime for IP rights-related agreements by reference to international practices and law
enforcement in China. For example, the combined market share of the undertakings in
competition does not exceed 20%, the market share of the undertaking and its trading counterparts
in any relevant market does not exceed 30%, etc. These rules provide clearer guidance for
undertakings to achieve anti-monopoly compliance when reaching horizontal or vertical IP rights-
related agreements.

The Anti-Monopoly Guidelines in Active Pharmaceutical Ingredients (“API”) (Draft for Comment)
are relatively conservative in this respect, stipulating that an APl manufacturer or distributor needs
to prove satisfaction of statutory conditions set forth in Article 15 of the AML if it asserts that its
agreements are entitled to an exemption.

However, none of the above guidelines and guiding opinions have been incorporated into formal laws or

regulations, and we have not seen any public announcements regarding their implementation in practice.

In this case, we observe that ZAMR specifies the market share of several products on the Tmall

marketplace, which is uncommon in administrative penalty cases involving vertical monopoly agreements.

We assume ZAMR has two purposes for specifying these market shares:

To evaluate whether the agreements at issue satisfied conditions for the exemption stipulated in
Article 15 of the AML (i.e., the agreements are concluded for the listed purposes, do not severely
restrict competition in the relevant market and can even benefit consumers); and

To explain why the distributors were not punished, which required ZAMR to prove that the
manufacturer had dominant position in the relevant product market and that the distributors were
somehow dependent on the manufacturer’s key products.

No matter what the purpose for specifying the relevant product market share is, we can interpret from
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these data that there is no generally applicable “safe harbor” for RPM. In particular, we observe that
ZAMR even determined a product has a market dominant position by referring to its 2019 market share—
which was less than 30%. This suggests that vertical monopoly compliance is no longer just the concern
of large enterprises when trying to reach RPM, but it is rather a matter of attention for all enterprises.

Practice and compliance

Vertical monopoly agreements for RPM are a common arrangement in practice, especially for those
enterprises that produce tangible products and adopt distribution sales models. These enterprises are
quite accustomed to exercising control over distributors’ resale price systems through such arrangements,
most of which are small market players that tend to neglect the underlying anti-monopoly risks.

However, whether in AML legal provisions or enforcement, enterprises are strictly prevented from entering
into vertical monopoly agreements to maintain resale prices and violators will be subject to penalties. As
mentioned above, at present, AML enforcement authorities supervised resale price control by adopting the
illegal per se approach, “prohibited in principle, exempted individually”. AML enforcement authorities
adhere to the following logic in taking such approach:

B First, a vertical agreement may be presumed to have effects of eliminating or restricting competition
and be treated as violation of the AML by the enforcement authorities if an enterprise has entered
into distribution contracts, sales policies, or performance appraisal standards, or has had
communications with distributors that contain provisions to fix or restrict minimum resale prices for
distributors and has implemented such provisions.

B In such cases, in order to be exempted, the enterprise must prove that the agreement falls into one
of the statutory scenarios listed in the AML (e.g., with the purpose of improving technology,
researching and developing new products, improving quality, reducing cost, saving energy,
protecting the environment, or alleviating overproduction), does not cause serious harm to
competition and benefits consumers.

In practice, enterprises will find it challenging to prove the RPM satisfies the exemption conditions, because
they do not only bear rather high burden of proof for the above-mentioned statutory scenarios, but also
need to prove the agreements do not seriously restrict competition in the relevant market and allow
consumers to share benefit derived therefrom.

If an anti-monopoly enforcement authority finds that a company has reached and implemented a vertical
monopoly agreement for RPM, the company will be ordered to cease its violation, forfeit any illegal gains,
and be imposed with a fine of 1% — 10% of the company’s sales turnover in the previous year.

Therefore, vertical monopoly agreements for RPM have long been a focus for AML enforcement in China.
In fact, the first huge penalty issued for an AML violation was issued in 2013 for RPM behaviors of two
liquor companies, which resulted in a fine totaling RMB449 million. In another case, nine infant milk
powder companies were subject to fines totaling RMB670 million for RPM. In the first half of this year, an
anti-monopoly enforcement authority punished a pharmacy company by imposing a fine of 764 million for
its RPM behavior. In addition, there have been several instances where enterprises in automobile sales,
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home appliance, and pharmaceutical industries were also targets of investigations and were punished for
RPM, both at the central and local levels.

Although enforcement against prevalent RPM practice remains generally insufficient due to limited
enforcement resources, enterprises stand a high risk of being subject to anti-monopoly investigations in
the event of a shortage of products, collective price increases, or receipts of complaints by distributors,
consumers or third parties.

Compliance recommendations

To mitigate risk, we recommend enterprises to enhance their anti-monopoly compliance against RPM.
Enterprises should avoid imposing restrictions on distributor resale prices, discounts, or pricing methods,
whether in distribution contracts signed with distributors or in their own sales policies and performance
evaluation standards, and prevent proposing requirements with similar effects in actual operations.
However, this should not prejudice enterprises’ discretion in determining ex-factory prices, maintaining
their own pricing methods, and setting recommended retail prices for end users (but they cannot fix
recommended retail prices with reward-penalty mechanism). In addition, we will continue to observe the
attitudes and compliance practices of enforcement authorities toward new business models that have
recently arisen in the market, such as restrictions on maximum resale prices, customized discounts, and
distributor profit-sharing models.
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Important Announcement

This Newsletter has been prepared for clients and professional associates of Han Kun Law Offices.

Whilst every effort has been made to ensure accuracy, no responsibility can be accepted for errors and

omissions, however caused. The information contained in this publication should not be relied on as

legal advice and should not be regarded as a substitute for detailed advice in individual cases.

If you have any questions regarding this publication, please contact:

Beijing Wenyu JIN Attorney-at-law

Tel: +86 10 8525 5557

Email: wenyu.jin@hankunlaw.com
Shanghai Yinshi CAO  Attorney-at-law

Tel: +86 21 6080 0980

Email: yinshi.cao@hankunlaw.com
Shenzhen Jason WANG Attorney-at-law

Tel: +86 755 3680 6518

Email: jason.wang@hankunlaw.com
Hong Kong Dafei CHEN  Attorney-at-law

Tel: +852 2820 5616

Email: dafei.chen@hankunlaw.com
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