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Personal Data Protection Certification Implemented in China

Authors: TieCheng YANG | Angus XIE | AidanYU | Qun XU

On November 18, 2022, the State Administration for Market Regulation and the Cyberspace Administration
of China jointly released the Rules on Implementation of Personal Information Protection Certification (

AEERPINESSFEFMNY ) (the “Rules”). The Rules mark a major step toward improving China’s
specialized institution certification regime for personal information (the “PI”) protection. The Rules (in
Chinese only) are available at: http://www.cac.gov.cn/2022-11/18/c_1670399936983876.htm.

Please find below a brief summary of the key points found in the Rules.

Applicable Scenarios

According to Article 1 of the Rules, the personal information protection certification (the “Pl Certification”)
applies to PI processing activities such as collection, storage, use, handling, transmission, provision,
disclosure, deletion and cross-border processing. The applicable scenarios are much broader than the
specialized institution certification under Article 38 of the PRC Personal Information Protection Law, which
is one of the three legal bases for the cross-border transfer of Pl.  In the future, Pl Certification may come
to represent a common form of government accreditation obtained in connection with undertaking various
Pl processing activities.

PI Certification Standards

On top of effective laws and regulations, the Rules require certified Pl processors to comply with the
following standards in relation to their Pl processing activities:

B Information Security Technology — Personal Information Security Specification ((GB/T 35273) ({5 &
ZREFAR DMMNEREZEHIE) ); and

B Security Certification Specification for Cross-border Processing of Personal Information ((TC260-PG-
20222A) (M ANfE BESEAL BB 2 AV GERTE) ).

Notably, the National Information Security Standardization Technical Committee has placed on its agenda
of another national standards, i.e. the Information Security Technology — Certification Specification for
Cross-border Transfer of Personal Information ( {{E EL<&H AR MPAEBEBEHIMNEER) ).
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Foreseeably, these standards will be drafted in a manner that reflects the current best practices in relation
to Pl cross-border data transfers.

Pl Certification Process

According to the Rules, the Pl Certification process includes three steps, i.e. technical verification, on-site
examination and post-certification supervision. These steps will be undertaken by a certification
organization, technical verification organization and other relevant parties. The certification organization
will determine and notify applicants of the certification scheme case by case based on their application
materials, which include the type and quantity of the Pl involved, the scope of the Pl processing activities,
the capabilities of the technical verification organization, etc. The certification organization will then make
a final decision based on its comprehensive evaluation of the certification application materials, technical
verification report, on-site examination report and other relevant considerations.

Pl Certification Validity Period

Once granted, a PI Certification certificate will be valid for three years, provided that the PI processor
continues to meet relevant requirements during post-certification supervision by the certification
organization. If the PI Certification certificate needs to be renewed upon expiry, the applicant should
submit an application within six months of expiry.

Considering various details have not been finalized for the Pl Certification process at the current stage, it
is expected that there may be more updates alongside its implementation in the future. We will monitor
and keep you updated on any further developments.
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Important Announcement

This Legal Commentary has been prepared for clients and professional associates of Han Kun Law
Offices. Whilst every effort has been made to ensure accuracy, no responsibility can be accepted for
errors and omissions, however caused. The information contained in this publication should not be
relied on as legal advice and should not be regarded as a substitute for detailed advice in individual
cases.

If you have any questions regarding this publication, please contact:

TieCheng YANG

Tel: +86 10 8516 4286
Email: tiecheng.yang@hankunlaw.com

Angus XIE

Tel: +86 10 8524 5866
Email: angus.xie@hankunlaw.com
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