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1. AFirst Look at the Provisions on Regulating and Promoting Cross-
border Data Flows (Draft for Comment)

Authors: Kevin DUAN | Yuting WANG | Minzhe HU | YiZOU

Introduction

On September 28, 2023, the Cyberspace Administration of China (the “CAC”) issued the Provisions on
Regulating and Promoting Cross-border Data Flows (Draft for Comment) (the “Draft Provisions”). In
light of the previous practical issues relating to data export security assessments, standards for Pl exports,
and contract record-filing, the Draft Provisions would significantly adjust the applicable standards for data
export assessment and record-filing and substantially exempt enterprises from the evaluation and record-
filing obligations for scenarios where data exports are necessary or where only a small amount of Pl is to
be transferred. While ensuring the orderly cross-border transfer of data, enterprises’ compliance burdens
would be substantially reduced. Under the background of downward pressure on the overall economy,
the Draft Provisions offer more certainty and possibility for data to be exported, which substantially
responds to the Chinese government’s initiative of adhering to economic globalization under the new
situation and provides the source driving force for enterprise development.

Notably, the Draft Provisions do not waive the basic requirements for data security and PI protection under
the Data Security Law, the Pl Protection Law, and other relevant laws and regulations. Even for
enterprises which would be exempted from data export assessment and standard contract filing under the
Draft Provisions, it remains necessary to ensure compliance in data export activities by entering into a data
transfer agreement and conducting an assessment of the impact of PI protection related to the export of
data and other basic data compliance systems to avoid interim and ex post regulatory risks in respect of
data export activities.

This article provides an overview of the Draft Provisions based on the above background.

Basic principles
There are 11 articles in total in the Draft Provisions, which reflect the following basic regulatory principles.

B Whitelist system: Articles 1 to 4 of the Draft Provisions specify the type of data transmission, the
source of data transmission, and the scenarios of cross-border data transmission for which
enterprises may be exempted from undergoing a data export security assessment, entering into and
filing a standard contract, or undergoing a Pl protection certification.

B Expected quantity of data exports is the only consideration: Articles 5 and 6 of the Draft
Provisions propose new quantitative standards to determine whether it is necessary to file a data
export security assessment, enter into a standard Pl cross-border transfer contract, or undergo PI
protection certification. This quantitative standard considers only the quantity of Pl to be exported in
one year; it does not consider the quantity of Pl a PI handler actually possesses or the quantity of Pl
that has been exported.
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Three levels of compliance obligations: Articles 5 and 6 of the Draft Provisions provide three levels
of compliance obligations for thresholds between the number of individuals whose Pl is to be exported
within one year. Specifically, if the number of individuals is one million or more, the parties concerned
must apply for a data export security assessment; if the number of individuals is 10,000 or more but
fewer than one million, the parties concerned must enter into standard contracts for Pl cross-border
transfer (“Standard Contracts”) or undergo Pl protection certification; if the number of individuals is
less than 10,000, the parties concerned do not need to apply for data export security assessment,
enter into a standard contract, or undergo PI protection certification.

Exceptions for free trade zones (“FTZs”): On the basis of the whitelist system, Article 7 of the Draft
Provisions would further relax the rules on cross-border data transfers within China’'s FTZs by
authorizing each FTZ to establish a negative list system similar to foreign investment restrictions.
FTZs could formulate, on their own, lists of data to be included in the scope of data export security
assessment, standard contract, and Pl protection certification and administration. Apart from this,
no relevant obligations would be required to be performed to export data.

It should be noted that, although the Draft Provisions would greatly reduce the requirements for security

assessment or record-filing for data exports, increasing the flexibility of the system, it also considers

security issues relating to data exports. At the same time, the Provisions propose new measures to

strengthen interim and ex post supervision of data exports. This suggests that enterprises still need to

pay great attention to the security and compliance of data exports and to adjust their compliance measures

in a timely manner based on specific changes in data export activities.

Specific rule changes
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Whitelist system

A common problem in the existing rules on data export assessment and record-filing is the uncertainty
created by a lack of clear assessment criteria. In particular, there is a wide gap between the
perspectives of enterprises and regulators in judging the necessity of data exports. In addition,
companies are at a loss as to whether the export of data involves important data, which has always
been vaguely defined, and whether it triggers a data export security assessment. Therefore, many
enterprises are hesitant on the issue of what data can be exported, which has brought obstacles to
actual enterprise operations.

With regard to this issue, the Draft Provisions would generally establish whitelist rules and enumerate
issues such as scenarios for data exports that do not require a security assessment or record-filing,
the conditions under which important data will trigger the security assessment, etc., which would, to a
large extent, resolve the above-mentioned pain points. In particular, the exemption for highly
necessary and common scenarios and those with low potential security risks (such as those for the
performance of contracts involving foreign elements and those for internal human resources
management of multinational corporations) would significantly reduce the burden on enterprises and
avoids the creation of additional obstacles to ordinary foreign-related economic and trade activities
and operations and management.
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1. Exemption for inbound and outbound data export scenarios

Article 3 of the Draft Provisions clarifies that no data export security assessment or record-filing of a
standard contract is required for the export of Pl collected outside of the PRC. This provision is
consistent with the previous regulatory approach. According to Article 3.7 of Information Security
Technology — Guidelines for Data Cross-border Transfer Security Assessment (Draft for Comment),
“[i]f the PI and important data not collected or generated from domestic operations pass through that
country without any modification or processing, the cross-border transfer of data shall not be regarded
as cross-border transfer of data” and “[i]f the Pl and important data not collected or generated from
domestic operations are to be stored or processed within the territory, the cross-border transfer of data
shall not be regarded as cross-border transfer of data if it does not involve the Pl and important data
collected or generated from domestic operations.”

With the wave of data exports, more and more Chinese enterprises are conducting operations all over
the world, and some of them even specialize in overseas markets and have no actual operations in
China. It is also possible that the Chinese entity of a multinational corporation (“MNC”) undertakes
some PI processing responsibilities on a global basis. For the purposes of unified management, cost
control, and industrial chain division, Pl of overseas entities generated in overseas operations may be
transmitted back to China and processed by domestic entities. Typically, a PRC enterprise provides
customer service, logistics, cloud storage, data analysis, or other support services for overseas
businesses. In such cases, the PI collected from overseas is then processed in China and exported.
We understand that Article 3 of the Draft Provisions is intended to make clear that this entry and re-
exit scenario does not fall within the scope of the data export rules, which would eliminate the previous
regulatory uncertainty on this issue. This is undoubtedly of great benefit to both PRC enterprises
carrying out overseas operations and MNC enterprises carrying out divisions of labor globally.

2. Exemptions in specific scenarios

Contract performance: Article 4 (1) of the Draft Provisions first excludes scenarios in which Pl must

be exported for the purpose of entering into and performing a contract to which an individual is a party
(e.g., cross-border shopping, cross-border remittance, airline tickets and hotel reservations, visa
processing, etc.). This article provides a non-exhaustive guide for “necessary for the performance of
a contract” through common real-life scenarios. For MNCs, their R&D, production, sales, and other
business environments may not be possible without collaborations among different entities around the
world. On the other hand, this paragraph provides more room for enterprises to organize business
activities in a reasonable and efficient manner, so as to avoid the adverse effects on business
operations caused by excessive compliance costs in exit scenarios.

HR scenarios: PI of an employer’'s employees may be exported without prior approval in scenarios
where it is necessary for human resources management which is implemented either in accordance
with the employer’s lawfully formulated rules or lawfully executed collective contracts. Therefore, the
Draft Provisions provides for exemption of Pl to be exported in HR scenarios, which is also the daily
management practice of many MNCs. MNCs would no longer need to consider the situations in which
the PI of their employees is exported when arranging their Pl export scenarios. This article should be
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interpreted strictly. For example, job seekers who have not signed an employment agreement with a
prospective employer would not fall under the HR management scenario exemption.

Emergency scenarios: No prior approval would be required in emergency situations where it is

necessary to export Pl to protect the life, health, and property security of natural persons. In
emergency situations, both obtaining the consent of Pl subjects and the prior approval for Pl export
both have practical barriers and are not in line with the original intention of the Pl Protection Law.
Therefore, the Draft Provisions take this practice into full consideration and show respect for and
protection of the rights and interests of Pl subjects.

Pl export compliance measures linked only to the amount of Pl exported

The Draft Provisions propose the following adjustments to address issues with respect to the existing
data export regime, such as the triggering of security assessment and the calculation of the data
threshold for the filing of standard contracts. The proposed rules are clearer, easier to understand,
and more practical and eliminate unreasonable circumstances where disproportionate compliance
requirements are imposed on a small amount of data with low apparent risk.

The amount of Pl entities possess no longer considered: Unlike the Measures on Security

Assessment for Data Cross-border Transfers, the Draft Provisions do not set any threshold for the
amount of Pl a Pl handler processes. In practice, it is possible that a Pl handler may process the PI
of more than one million individuals within China but the amount of this PI that is exported is actually
quite limited. In this instance, high compliance costs would be imposed if a security assessment were
conducted in strict accordance with the Measures on Security Assessment for Data Cross-border
Transfers, and it is likely that those costs would not be commensurate with the actual data export risks.
To avoid such situations, the Draft Provisions would no longer consider domestic Pl which Pl handlers
possess and directly regulate the amount of Pl to be exported.

The period to calculate the amount of data exported reduced from two years to one year: The

Draft Provisions propose examining the estimated amount of Pl to be exported when determining
relevant Pl export obligations. This is in contrast to the Measures on Security Assessment for Data
Cross-border Transfers and the Measures on Standard Contracts for Pl Cross-border Transfers, which
focus on the overall amount of data processed by an enterprise and the amount of Pl exported since
January 1 of the previous year. Notably, Article 11 of the Draft Provisions clearly provides that they
would prevail over other relevant administrative rules in the case of any inconsistency, including the
Measures on Security Assessment for Data Cross-border Transfers and the Measures on Standard
Contracts for PI Cross-border Transfers. Thus, under the Draft Provisions, if an enterprise wished to
qualify for an export exemption or reduce its obligations, it would need to focus on estimating the
amount of PI that will be exported in the following year.

Clarifying the lower limit for the Pl of 10,000 individuals: In terms of the amount of Pl to be exported,

another major change in the Draft Provisions is that if the Pl to be exported in one year relates to
10,000 individuals or fewer, the pre-approval formalities for data exports would not be required, which
is in contrast to the current situation which calls for the signing and filing of a standard contract for any
Pl exports. Therefore, Article 5 of the Draft Provisions would greatly reduce the operating burden and
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facilitate the development of cross-border activity for small and medium-sized enterprises and those
with simple export scenarios and a low overall volume of Pl exports.

No distinction between general Pl and sensitive Pl: Notably, the Draft Provisions do not contain

stipulations with respect to sensitive PI; instead, Article 8 provides that sensitive Pl is to be exported
in accordance with the relevant laws, administrative regulations, and departmental rules. Article 11
of the Draft Provisions also provides that “if there is any inconsistency between the Measures on
Security Assessment for Data Cross-border Transfers, the Measures on Standard Contracts for Pl
Cross-border Transfers and other relevant regulations and the [Draft Provisions], the [Draft Provisions]
shall prevail”’, we understand that if the Draft Provisions are promulgated in their current form and no
other laws, regulations or departmental rules apply, the strict calculation standards for sensitive Pl for
export will be significantly weakened.

lll. Special FTZ rules

The Draft Provisions are the first to propose a negative list regime for data exports. Article 7 of the
Draft Provisions provides that “Free Trade Zones may formulate their own lists of data to be included
in the scope of data export security assessment, standard contracts, and Pl protection certification
(“Negative List”) in the Free Trade Zone. Such lists shall be filed with the national cyberspace
administration authority for the record after being approved by the cyberspace administration
commission at the provincial level. For data not included in the Negative List, parties are not required
to file a data export security assessment, enter into a standard contract for Pl to be exported, and go
through PI protection certification.” By contrast, the “whitelist” exempts exports under certain
scenarios or of less than a specified volume, while the “negative list” only retains regulation on a small
amount of data while relaxing requirements on other data exports. In other words, allowing the FTZs
to establish a “negative list” in effect, would allow the FTZs to explore a more relaxed regulatory policy.

The FTZs would be allowed to explore a negative list system not only due to their positioning in China’s
economic development, but also based on practical industrial development. Located within mainland
China but outside customs, the FTZs have special preferential policies in industrial and commercial
registration, enterprise tax, foreign investment, and talent introduction, which have broken through the
policy restrictions imposed by China’s customs to some extent. In particular, in response to the
relatively urgent and diversified data export needs of enterprises in the FTZs, the FTZs may, while
regulating security, focus more on development and promote the cross-border data flows. In addition,
institutional innovation in the FTZs also promotes the implementation of the relevant national-level
regulatory systems, while enhancing the operability and enforceability of the existing laws and
regulations.

In this context, there are precedents in the FTZs to explore innovative data export regulations. For
example, Article 33 of the Regulations on Lin-gang Special Area of China (Shanghai) Pilot Free Trade
Zone provides that “pursuant to the relevant laws and regulations of the State, Lin-gang Special Area
shall explore the development of a low-risk cross-border flow data catalogue, so as to promote safe
and orderly cross-border flow of data.” The Opinions of Shenzhen on Several Special Measures for
Relaxing Market Access for the Building of a Socialist Demonstration Zone with Chinese
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Characteristics call for carrying out pilot projects for cross-border data transmission (export) security
management under the framework of the national and industry data cross-border transmission security
management system and establishing data security management mechanisms such as data security
protection capacity evaluation and certification, data circulation backup and examination, cross-border
data circulation, and transaction risk evaluation, etc.

Given that the current regulatory system for data exports has been preliminarily established, it is timely
and operable at the regulatory level for the FTZs to further explore opening up the data export policies.
As some FTZs (ports) in China already have relatively complete industrial ecologies and market
application foundations, the local regulatory authorities of the FTZs may conduct field investigations
and research in relevant industries and business areas where they have comparative advantages
(such as biomedicine and social media sectors in Beijing, and the finance, automobile and industrial
internet sectors in Shanghai FTZ), understand the business situations of relevant industries, listen to
expert advice, and prepare a list of data prohibited to be exported, which provides an important
reference for the regulation on the data exports from other regions.

Impact on existing data export security assessments and filing of standard contracts

The Draft Provisions would significantly revise the current data export assessment and record-filing rules
established in the relevant provisions, including the Measures on the Security Assessment on Cross-
border Data and the Measures on Standard Contracts for Cross-border Data Transfer of PI, and expressly
provide that these new provisions will supersede such existing rules once they come into effect. Such
substantive changes would have a significant impact on enterprises that have already submitted or are
preparing for data export security assessments and standard contracts. Although the Draft Provisions
are still at the consultation stage, given the background of its introduction and the relevant time limits under
the existing data export regulations, we have reason to believe that it will be formally promulgated in the
near future, in which case it will have a certain impact on enterprise data export compliance.

I. Impact on data export security assessments
1. Applications under examination

Enterprises that have already submitted the data export security assessments but who have not yet
received a formal decision, or are still in the process of revising their application materials to comply
with regulatory requirements, should reconsider the applicability of the data export security
assessment based on the relevant scenario and consider the data export scenario in accordance with
the Draft Provisions. For scenarios in which data export security assessments would no longer be
applicable pursuant to the Draft Provisions, it is recommended that enterprises communicate with the
relevant regulatory authorities to discuss the possibility and methods to adjust and simplify existing
applications. Given that most enterprises’ data export declarations are still under review, we do not
exclude the possibility that the regulatory authorities will provide a unified explanation on how to handle
the above situations during the subsequent review of such applications.
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2. Rectification in export scenarios already requested by regulatory authorities

For enterprises that have submitted data export security assessments and received rectification
instructions regarding relevant data export scenarios, we recommend these enterprises communicate
with the relevant regulatory authorities to clarify how the authorities should handle such applications
and the assessment results if the relevant scenarios for their data export would no longer be subject
to assessment based on the Draft Provisions. Nevertheless, given that the regulatory authorities
have identified problems in data export through the filing documents submitted by the enterprise, the
enterprise should continue to implement the rectification requirements and keep in close
communication with the regulatory authorities in this regard.

II. Impact on filing of standard contracts

As for the filing of standard contracts, given that the implementation of the data export security
assessment policy is late, the acceptance window for data export only officially opened on June 1, and
most enterprises are still preparing for or evaluating relevant filing procedures. These enterprises
should re-analyze the applicability of filing standard contracts to the scenarios in which their Pl is to be
exported and consider excluding those scenarios that would not be subject under the Draft Provisions.
This is in view of the fact that the Draft Provisions specify minimum quantities of PI to be exported that
are subject to the conclusion of a standard contract and the performance of filing procedures and other
scenarios which are exempted.

Data export compliance: partial relaxation

The PI Protection Law, the Data Security Law, the Measures on Security Assessment for Data Cross-
border Transfers , and other laws and regulations provide for three basic requirements of data export risk
assessment, i.e. “legality, legitimacy, and necessity”. The Draft Provisions would simplify the relevant
administrative approval procedures for data export and reduce the compliance costs and operating burden
of enterprises. In particular, from the perspective of “necessity”, it will give enterprises more leeway to
make judgments at their own discretion, fully recognize the business needs of enterprises’ cross-border
operation, and respond to the PRC government’s initiatives on economic globalization.

However, this does not mean that the compliance standards for data export can be lowered. Whether a
standard contract or data export security assessment is applicable to a data handler, the handler must
ensure that it complies with the relevant statutory obligations. In respect of “legality”, a typical example
is the informed consent of Pl subjects. The Draft Provisions, while clarifying that there is no need to apply
for security assessment or to enter into a standard contract for certain export scenarios, still requires that
“the consent of Pl subjects shall be obtained when exporting Pl on the basis of an individual’s consent.”
In respect of “security”, we focus on the impact on individual rights and interests and the security risks after
data is exported. The Draft Provisions also reiterate that data handlers should “fulfill their data security
and protection obligations to ensure the security of data to be exported”, and the regulatory authorities will
continuously monitor the data export security incidents and security risks from interim and ex-post

perspectives.

At this stage, enterprises may determine whether they still need to apply for data export security
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assessment or enter into a standard contract in light of the Draft Provisions:

If the Pl of 10,000 or fewer individuals is expected to be exported within one year, the Draft Provisions
would not require an application for data export security assessment or entry into a standard contract.
However, such enterprises still need to take the following measures to continuously protect the data
export security and to consider the impact on the approval and filing procedures even after the Draft
Provisions take effect.

Enterprises will continue to sign data processing agreements or data transmission agreements with
overseas data receivers, to specify the role of the overseas data receiver in data processing, and
require the overseas data receiver to undertake that its processing meets the standards stipulated in
China’s data protection laws and to take necessary measures to protect Pl security.

Enterprises will continue to make progress on Pl protection impact assessments and prepare reports
to demonstrate that they meet the exemption conditions in the Draft Provisions, demonstrate the
necessity of their data exports, and prove that they have taken sufficient measures to protect data
security in accordance with the law.

Enterprises should continue to monitor the progress of the Draft Provisions and changes in enterprises’
data cross-border transmission activities, and decide whether to continue to apply for data export
security assessment or to file a standard contract in accordance with the Draft Provisions, once the
final version is promulgated.

For enterprises that expect to export Pl of more than 10,000 individuals in one year but have a whitelist

exemption scenario, they should assess the necessity of data export activities based on specific scenarios

and assess the scale of their exports and decide on specific application strategies and subsequent export

arrangements.

If the enterprise’s data exports fall under a whitelist scenario, we understand that it is not necessary to
apply for a security assessment or enter into a standard contract under that scenario. However, in
this case, enterprises should prudently determine the scope of Pl that must be exported. If an
enterprise, at its own discretion, includes a field of Pl that is obviously irrelevant to whitelisted scenarios
into the scope of exemption from assessment and filing, it may face interim and ex post supervision by
authorities.

There may be different interpretations of the method to calculate the estimated exports under Articles
5 and 6 of the Draft Provisions. We tend to believe that Pl in whitelisted scenarios will be excluded
in the calculation of the estimated exports, and enterprises may calculate the estimated exports beyond
whitelisted scenarios to decide whether to apply for a security assessment or enter into a standard
contract. We understand that this is in line with the basic principle to facilitate cross-border data flows
established in the Draft Provisions, but the specific calculation method is still to be clarified by the
authorities in the effective version of the Draft Provisions.

If some cross-border fields or scenarios are indeed absent, the exporter may also face practical obstacles

in the subsequent security assessment for the declaration or the filing of the standard contract. In this

case, we recommend companies explore the feasibility of data processing localization as soon as possible
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or avoid the export of unnecessary fields. Once the FTZs release of their data export negative lists,
enterprises may consider carrying out data export activities in accordance with these special rules.

Conclusion

Filing for data export assessment, including data export security assessment and filing of standard
contracts has been the focus of many enterprises’ compliance efforts in the past year or so. Current data
export rules focus on security assessment, which indirectly leads to situations in which the data to be
exported is relatively small, the risk involved is relatively low, and the scenarios involving high necessity
may also trigger a security assessment or filing. This, to some extent, imposes a compliance burden on
some enterprises that is disproportionate to the actual risk of the data to be exported. In addition, in the
actual review process, under the existing rules, there are wide gaps in judgment by enterprises and the
regulatory authorities with respect to key factors such as the necessity of the export, and there are no
reliable standards for whether specific scenes or fields may be used for exporting enterprises. In addition,
the low certainty of such assessment rules also causes obstacles to the daily operation and business
development of enterprises. Many enterprises’ data export compliance work is caught in this dilemma.

The Draft Provisions, released on the eve of the Mid-Autumn Festival, would provide targeted solutions to
these problems. As market players, we are happy to see the regulatory authorities adjust the current
rules in a timely manner to alleviate enterprises’ practical difficulties and reduce unnecessary burdens,
provide safe and practical data export assessment and filing solutions, and provide the necessary bottom
line for enterprises’ global operations in a digitalized environment.
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2. China Released New Ethics Rules Requiring Company’s Internal EC*

Authors: Aaron GU | Pengfei YOU | Cathy ZHENG | Matt ZHANG | Fengqi YU?

The background of promulgating the Scientific and Technological Ethics Regulation

On October 8, 2023, the Scientific and Technological Ethics Review Regulation (Trial) (“Scientific and
Technological Ethics Regulation”) was jointly published by the China’s Ministry of Science and
Technology (“MOST”), the Ministry of Education, the Ministry of Industry and Information Technology, and
other seven (7) departments/institutions, which was followed by a press conference held next day by the
MOST to respond to media inquiries (“Press Conference”). The Scientific and Technological Ethics
Regulation will come into effect on December 1, 2023. Compared to its draft for comments (“Draft for
Comments”) released in April of this year, the promulgation of the final version signals the official landing
of many significant compliance systems on scientific ethics (for our interpretation of the Draft for Comments,
please refer to: XA « Wi | P (FHEEPEH 277 CGdlr) (IFKE /4500 ). Considering this, we
present our analyses on several key issues in the Scientific and Technological Ethics Regulation for the

purpose of discussion and reference of industry.

The scope of application of the Scientific and Technological Ethics Regulation

According to Article 2 of the Scientific and Technological Ethics Regulation, the scope of activities subject
to the scientific and technological ethics review mainly includes:

B Scientific and technological activities involving humans as research participants, including those using
humans as subjects for research activities such as testing, investigation, observation, etc. as well as
those scientific and technological activities using human biological samples, personal information data,
etc.;

B Scientific and technological activities involving experimental animals;

B Scientific and technological activities that do not directly involve humans or experimental animals,
but may pose ethical challenges in areas such as life and health, ecology, public order, sustainable
development;

B Other scientific and technological activities that shall be subject to scientific and technological ethics
review according to laws, administrative regulations, and national regulations.

In terms of the application scope, the Scientific and Technological Ethics Regulation may overlap with the
previously issued Measures for the Ethics Review of Life Sciences and Medical Research Involving
Humans. However, the application of the Scientific and Technological Ethics Regulation is wider. As
such, with regard to the scientific and technological ethical activities falling under the aforementioned
scope, the Scientific and Technological Ethics Regulation shall apply in principle. For the field of life

! For the Chinese version, please click X « Yut | i [ % [EFEZ R 22 (FHEIEHEF 2% Glir)) iExCH A
2 Shuwen Sun and Leyi Wang have contributions to this article.
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science, we understand that the research and development activities involved shall include but are not
limited to clinical trials, investigator-initiated clinical trials, real-world research, and some preclinical
research.

The applicability relationship between the Scientific and Technological Ethics
Regulation and relevant rules

Article 54 of the Scientific and Technological Ethics Regulation stipulates that if the competent authorities
of relevant industries have carried out lex specialis in the field of their corresponding industries on the
establishment of scientific ethics (review) committees or scientific ethics review in compliance with the
spirit of this regulation, the lex specialis shall take effect. The Article has provided competent authorities
with more discretion in adjusting its intensity of inspection and supervision in accordance with the actual
circumstances and provided enterprises with more space for practice, compared with the stipulation of
“with the standard no lower than the regulation” in the Draft for Comments. Nonetheless, such provision
has still not resolved the uncertainties inherent in the applicability relationship between the Scientific and
Technological Ethics Regulation and other ethics regulations, and the specific standard of review still
remains uncertain.

From our understanding, regarding life sciences and medical scientific research activities involving human,
the Scientific and Technological Ethics Regulation and the Measures for the Ethics Review of Life Sciences
and Medical Research Involving Humans shall be concurrently applicable, but between both regulations,
the Measures for the Ethics Review of Life Sciences and Medical Research Involving Humans, and other
regulations issued by the healthcare authorities, which also conform to the Scientific and Technological
Ethics Regulation, may prevail as lex specialis of the healthcare industry.

The obligation of establishing a Scientific Ethics Committee

Article 4 of the Scientific and Technological Ethics Regulation stipulates that an entity engaged in scientific
research activities in life sciences, medicine, or artificial intelligence, etc., should establish a scientific

ethics (review) committee (“Scientific Ethics Committee”) if such research falls under sensitive fields

of scientific ethics. Otherwise, such entities may, but are not obliged to, establish a Scientific Ethics
Committee based on their actual needs. Such requirements, initially proposed in the Draft for Comments,
have officially been implemented. We understand that enterprises involved in the sensitive fields
mentioned above and with significant needs for scientific ethics review are obliged to establish the
Scientific Ethics Committees, including but not limited to companies engaged in innovative drug and
medical device research and development activities. Other companies are expected to fulfill their duties
by bearing responsibilities of scientific ethics management and completing and improving their scientific
ethics quality control and regulatory systems. They may decide whether to establish a Scientific Ethics
Committee or consider other, more flexible arrangements, such as commissioned reviews. Whether an
entity should establish a Scientific Ethics Committee directly relates to whether it involves any research
activities in a sensitive field of scientific ethics. However, the regulation and attachments have not
clarified the scope of such sensitive fields. The Press Conference made clear that the local authorities of
relevant industries will establish their own corresponding supervisory and management systems for
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scientific ethics review, formulate and revise the corresponding implementing rules and procedures, and
establish a system for expert review on the specific scientific activities. We will continue to focus on the
following policies and practices set forth in such regulations.

Also, Article 41 of the Scientific and Technological Ethics Regulation has provided the accreditation
mechanism for the Scientific Ethics Committee, encouraging related enterprises to complete the
certification. Such mechanism may effectively solve the problem of the qualification and recognition
control of Scientific Ethics Committees.

Scientific and technological ethical review procedure

According to the Scientific and Technological Ethics Regulation, the review procedure mainly includes
general procedures, simplified procedures, expert review procedures, and emergency procedures.
Among them, the expert review procedure is an additional review procedure outside the scientific and
technological ethical reviews carried out by the relevant entity itself. Under the Scientific and
Technological Ethics Regulation, when carrying out scientific and technological activities included in the
list maintained by the MOST, after the initial review by the Scientific Ethics Committee, they should apply
to the local or relevant industry authorities to conduct expert reviews. For those activities involving
multiple industrial institutions, the leading institution should aggregate the information and apply for expert
review to the local or relevant industry authorities. A list of emerging technology activities that may pose
greater ethical risk challenges will be adjusted as needed and will be published by the MOST. The current
list includes:

B Research on the synthesis of new species that have a significant impact on human life, health, values,
or the ecological environment, etc.;

B Related research on the introduction of human stem cells into animal embryos or fetuses and further
nurturing them into individuals in animal wombs;

B Fundamental research on altering the genetic material or genetic rules of human reproductive cells,
fertilized eggs, and pre-implantation embryo cells;

B Clinical research on invasive brain-computer interfaces for the treatment of neurological and mental
diseases;

B Research and development of human-machine integration systems with strong impact on human
subjective behavior, emotional psychology, and life health;

B Research and development of algorithm models, applications, and systems with the capability of
public opinion mobilization and social consciousness guidance;

B Development of automated decision-making systems with high autonomy for scenarios with safety
and personal health risks.

In addition, the Scientific and Technological Ethics Regulation has kept the exemption clause of the expert
review procedures proposed in the Draft for Comments. |t stipulates that administrative approvals have
been required for certain science and technology activities included in the list management and sets
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compliance with ethical requirements as the approval conditions and supervision content, there is no need
to conduct expert reviews. We understand that clinical trial activities, collection, preservation,
international cooperative research and other utilization activities of human genetic resources that are
subject to administrative approval and other regulatory procedures may apply the exemption, and there is
no need to carry out expert review. The specific scope of application still needs further observations after
the Scientific and Technological Ethics Regulation comes into effect.

Supervision and administration system and legal responsibility

The Scientific and Technological Ethics Regulation states that the MOST is responsible for coordinating
and guiding the nation-wide supervision on scientific and technological ethics review regulation. Higher
education institutions, research institutions, healthcare and medical institutions, and enterprises are the
primal responsible and liable entities for violations to ethics rules.

In addition, the Scientific and Technological Ethics Regulation mandates that local and relevant industry
authorities, in accordance with their powers, jurisdiction and subordinations, shall investigate and punish
ethical misconduct related to science and technology. As per the official interpretation to the Draft for
Comments, “local authorities” refers to provincial departments responsible for scientific and technological
ethical review and administration in relevant fields, and “relevant industry authorities” refer to relevant
national industry departments. We understand that relevant industry authorities may have primary
jurisdiction over scientific and technological ethical violations related within their respective industries
based on their powers and jurisdiction.

As for legal liabilities, compared to the Draft for Comments, the Scientific and Technological Ethics
Regulation has not undergone any significant changes. In addition to criminal and civil liabilities as
provided by relevant laws and regulations, the following entities may face administrative penalties for
certain violations: those involved in scientific activities who forge ethical approval documents, fail to
conduct expert reviews as required, or carry out scientific activities beyond the approved scope; scientific
ethics committees or their members who facilitate forgery of ethics approval documents, engage in
corruption, abuse of power, or neglect of duties. The Scientific and Technological Ethics Regulation does
not specify a particular civil, administrative or criminal liability, thus would apply relevant laws and
regulations including the Civil Code, the Criminal Law, and the Science and Technology Advancement Law
for liabilities. For instance, Article 112 of the Science and Technology Advancement Law stipulates that
where any scientific and technological professional, in violation of the provisions of this Law, conducts
scientific and technological research, development and application activities that endanger national
security, harm public interests, endanger human health, violate scientific integrity and scientific and
technological ethics, the employer for which the scientific and technological professional works or the
competent authority shall order him/her to make corrections; if there are government funds earmarked for
science and technology progress or illegal gains, the competent authority shall terminate or cancel the
relevant scientific and technological activities, recover the government funds and confiscate the illegal
gains; under serious circumstances, the competent authority shall make illegal acts public, give
administrative penalties in accordance with law and prohibit him/her from undertaking or participating in
scientific and technological activities supported by government funds and from applying for administrative
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licenses for scientific and technological activities within a certain period; and the persons directly in charge
and other directly liable persons shall be subject to administrative penalty according to law.

Conclusion

The implementation of Scientific and Technological Ethics Regulation has further specified the regulatory
requirements that enterprises should follow in the field of scientific and technological ethics. In light of
this, we suggest that companies potentially involved in sensitive fields of scientific and technological ethics
and companies that will have a significant need for scientific and technological ethics review should
prepare in advance. In accordance with the Scientific and Technological Ethics Regulation and referring
to other ethics requirements, they may enhance compliance awareness, and make full use of the time
window to make optimal deployment of personnel, policies, and other resources to improve operational
compliance.
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Important Announcement

This Newsletter has been prepared for clients and professional associates of Han Kun Law Offices.

Whilst every effort has been made to ensure accuracy, no responsibility can be accepted for errors and

omissions, however caused. The information contained in this publication should not be relied on as

legal advice and should not be regarded as a substitute for detailed advice in individual cases.
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Hong Kong Dafei CHEN  Attorney-at-law
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Email: dafei.chen@hankunlaw.com
Haikou Jun ZHU Attorney-at-law

Tel: +86 898 3665 5000

Email: jun.zhu@hankunlaw.com
Wuhan Jiao MA Attorney-at-law

Tel: +86 27 5937 6200

Email: jlao.ma@hankunlaw.com
Singapore Lan YU Attorney-at-law
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www.hankunlaw.com

15



