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1. What Changes and What Remains in the Data Protection Obligations 
for Small-Scale Personal Information Handlers 

Authors: Kevin DUAN 丨 Tina WANG 丨 Yi ZOU 丨 Xuechen ZHANG 

On April 3, 2026, the Cyberspace Administration of China (“CAC”) released the Draft Provisions on 

Simplified Personal Information Protection Measures for Small-Scale Personal Information Handlers (the 

“Provisions”) for public comment through May 3, 2026.  The draft is significant because it gives concrete 

regulatory content to Article 62 of the PRC Personal Information Protection Law (“PIPL”), which 

contemplates specialized personal information protection rules and standards for small-scale personal 

information handlers (“Small-Scale PI Handler”).  Nearly five years after the PIPL took effect in 

November 2021, this long-anticipated legislative authorization has finally begun to take shape in 

operational terms. 

From a comparative perspective, the draft reflects a hybrid regulatory approach.  In short, China 

borrows the numerical data volume threshold of the US CCPA, but applies the targeted obligation-

reduction philosophy of the EU GDPR.  Unlike the CCPA, which uses an “exclusionary” model to 

completely exempt entities that process data for fewer than 100,000 consumers, China uses a 

“simplification” model.  This aligns more closely with the GDPR, which reduces the compliance burden 

for low-risk entities without removing their fundamental legal obligations.  For example, the GDPR 

exempts organizations with fewer than 250 employees from comprehensive record-keeping and is 

advancing further simplifications under its 2025 “Digital Omnibus” reforms.  China takes a similar path: it 

preserves the basic framework of the PIPL while introducing itemized simplifications for specific 

compliance obligations. 

How Is a Small-Scale PI Handler Defined? 

The Provisions adopt a notably simple definition of a “small-scale personal information handler”.  Under 

Article 2, the term refers to a PI Handler that processes the personal information of fewer than 100,000 

individuals in China. 

While China shares this exact 100,000-person numerical threshold with the CCPA, its test relies solely on 

data volume.  It ignores traditional business metrics such as employee headcount, registered capital, or 

annual revenue.  This differs significantly from the GDPR, which defines small businesses using 

corporate metrics like employee counts (e.g., fewer than 250 or 750 employees) and revenue caps.  It 

also differs from the CCPA, which considers business activities such as whether an entity derives 50% or 

more of its revenue from selling personal information.  This makes the Chinese approach relatively 

straightforward. 

In our view, the Provisions are best understood as primarily targeting businesses whose operations remain 

limited in scale, or whose core business do not center on large-scale personal information processing.  

For many internet-facing businesses, a user base of 100,000 may be reached relatively quickly, which 

suggests that the simplified regime may offer meaningful relief mainly during an early-stage growth period 
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rather than on a long-term basis.  By contrast, the regime may be more practically relevant to the following 

enterprises: 

◼ B2B companies or manufacturing businesses that process personal information only in 

ancillary scenarios, such as supplier contact management and visitor registration; 

◼ Biotech companies and/or small clinics, with relatively limited data volumes; 

◼ Standalone stores, hotels, restaurants, and other small offline operators. 

That said, chain operations using a unified brand or centralized system may require closer analysis, as 

data aggregated across multiple outlets could push the PI Handler above the threshold even where each 

individual outlet remains small. 

The choice of the 100,000-individual threshold is also notable because the same numerical benchmark 

has already appeared in other PRC data compliance rules, including the exemption threshold under the 

Regulations on Promoting and Regulating Cross-Border Data Flows and the filing trigger under the 

Measures for the Security Management of the Application of Facial Recognition Technology.  Its 

recurrence across different legal contexts may suggest a broader regulatory tendency to calibrate certain 

obligations for processing activities or PI Handlers that are relatively limited in scale and lower in risk, by 

offering more targeted exemptions or simplified compliance arrangements while preserving the overall 

structure of the PIPL. 

How Do the Provisions Simplify the Compliance Obligations? 

Rather than exempting such Small-Scale PI Handlers from the PIPL altogether, the Provisions largely 

preserve the statute’s core framework while introducing targeted simplifications for selected compliance 

obligations.  The following sections examine these adjustments on an obligation-by-obligation basis 

throughout the lifecycle of personal information processing and internal data compliance management.  

I. Transparency Requirements 

Under Article 17 of the PIPL, PI Handlers are generally required to provide data subjects with fairly 

detailed notice regarding their processing activities.  In practice, this often leads companies to prepare 

lengthy privacy policies and make them available through multiple channels.  The Provisions would 

substantially streamline this notice framework for Small-Scale PI Handlers in at least three respects 

as follows: 

1. Simplified Content of the Privacy Notice 

Under Article 4, the relevant personal information processing rules need only include: (i) the name of 

the Small-Scale PI Handler; (ii) the person responsible for handling individuals’ rights requests and the 

relevant contact details; and (iii) the purpose and method of processing, as well as the categories of 

personal information processed and the retention period. 

2. Simplified Form for Displaying the Privacy Notice 

Article 4 expressly allows offline businesses to provide notice by posting a notice in a prominent place, 
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while online businesses may incorporate the required notice into user agreements.  In addition, Article 

6 further provides that publicly posting the privacy notice may substitute for individualized notice in 

certain circumstances, where (i) the processing does not involve sensitive personal information and is 

necessary for service provision; and (ii) the handler undertakes neither to provide such information to 

any third party nor to disclose it publicly. 

3. Exemptions from Separate or Repeated Notice 

Moreover, the Provisions also dispense with the need to formulate a standalone privacy notice in 

certain specific scenarios: 

◼ For offline businesses, Article 5 provides that where a Small-Scale PI Handler agrees to comply 

with the unified personal information processing rules formulated by the relevant service 

management entity, such as an industrial park, business complex, or commercial property 

manager, and has been expressly listed in such rules, it need not formulate separate rules of its 

own. 

◼ For online businesses, Article 8 provides a similar arrangement for merchants operating 

exclusively through online platforms such as Tmall, Ctrip, Meituan, or Pinduoduo.  The merchant 

may be exempted from repeating the notice obligation if the platform has already fulfilled the notice 

requirement and the merchant declares its compliance with the platform rules. 

These arrangements create reasonable room for small businesses to rely on existing compliance 

infrastructure and are broadly consistent with how such business models operate in practice.  That 

said, how a Small-Scale PI Handler should effectively make and evidence its declaration of compliance 

may still need to be clarified through future practice. 

Key Bottom Line: Small-Scale PI Handlers must still be able to identify a valid legal basis for 

processing under Article 13 of the PIPL.  The self-assessment audit checklist of the 

Provisions confirms that the legality of the processing basis remains subject to review, and 

recent enforcement trends likewise show that unauthorized collection or use of personal 

information continues to be a priority issue for regulators.  The Provisions therefore 

simplify compliance mechanics, but not the basic requirement that processing must be 

lawful from the outset. 

II. Consent for Sensitive Personal Information Processing 

Under the PIPL, the processing of sensitive personal information is subject to a heightened compliance 

standard.  Regulators have also issued national standards to further guide processing practices in 

this area, reflecting the consistently higher compliance expectations attached to sensitive personal 

information.  As a result, Article 10 of the Provisions introduces only a limited simplification. 

The main practical relaxation appears to be that, where an individual voluntarily provides sensitive 

personal information such as facial information or biological samples in an informed manner, the 

handler may process such information in accordance with the disclosed purpose, method and 
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categories of processing, without going through an additional standalone consent formality. 

This requirement is also broadly consistent with the approach reflected in the national standards, i.e., 

Information Security Technology–Implementation Guidelines for Notices and Consent in Personal 

Information Processing (GB/T 42574-2023) and Data Security Technology–Security Requirements for 

Processing of Sensitive Personal Information (GB/T 45574-2025), both of which recognize effective 

consent where the individual actively provides the relevant sensitive personal information after 

adequate notice.  Nevertheless, in our view, this is best understood as a narrow facilitation for cases 

of active provision by the individual, rather than a general dilution of the compliance threshold for 

sensitive personal information. 

Key Bottom Line: The compliance bottom line for sensitive personal information remains 

largely unchanged.  Outside the limited scenario described above, PI Handlers should still 

proceed on the basis that the stricter PIPL requirements continue to apply: Article 28 requires 

that such processing must serve a specific purpose and be supported by sufficient 

necessity; Articles 38 and 39 impose additional requirements where sensitive personal 

information is transferred overseas; and Article 55 requires a personal information protection 

impact assessment (“PIPIA”). 

In practice, we believe this suggests that small businesses should remain cautious about collecting 

sensitive personal information without users’ knowledge or awareness, for example, by passively 

recording device location data in the background to track users’ movements. 

III. Security Assessment Procedures for Cross-Border Data Transfers 

In the area of cross-border transfers of personal information, which has long been subject to 

heightened regulatory scrutiny in China, the Provisions mainly offer procedural simplifications.  Under 

the existing data export regime, where a PI Handler is required to undergo a data export security 

assessment, the application must be submitted through the provincial-level cyberspace administration 

to the central CAC.  Under the Provisions, the provincial authority may conduct a completeness 

review of the application materials and form an assessment conclusion, which would be submitted to 

the CAC for approval.  This could help shorten the overall review timeline.  The Provisions also 

contemplate supportive measures at the local level, including guidance from local authorities and data 

export service centers on relevant compliance issues. 

Key Bottom Line: Apart from these procedural simplifications, the Provisions do not alter the 

existing exemption thresholds or applicability criteria for cross-border data transfer.  Small-

Scale PI Handlers must still determine whether a security assessment, standard contractual 

clauses, or another applicable transfer mechanism is required under the existing rules.  Nor 

do the Provisions displace the baseline obligations that continue to apply to personal 

information exports under the PIPL and related regulations, including the duties to provide 

detailed notice, obtain separate consent where required, and conduct a PIPIA. 
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IV. PIPIA and PI Audits 

Under the PIPL, PI Handlers are required to conduct both PIPIA and personal information protection 

compliance audits (“PI Audit”).  Regulators have also issued implementing rules (e.g., the Measures 

for the Administration of Personal Information Protection Compliance Audits, “PI Audit Measures”) 

and national standards (e.g., Information Security Technology–Guidelines for Personal Information 

Security Impact Assessment (GB/T 39335-2020)) to guide such activities.  These frameworks 

typically involve multiple assessment dimensions and relatively complex procedures. 

In this context, the Provisions introduce simplified templates and processes, thereby reducing both the 

operational complexity and compliance costs associated with such assessments. 

1. Simplified PI Audit Procedures and Clarified Timing Requirements 

Pursuant to Article 14 of the Provisions, a Self-Assessment Checklist for Personal Information 

Protection Compliance Audits for Small-Scale Personal Information Handlers (Annex 1) is introduced.  

This checklist requires Small-Scale PI Handlers to tick off compliance for only 24 audit items and to 

provide explanations for any non-compliance along with corresponding remediation measures, which 

significantly reduces the complexity and burden of the audit process. 

Under the PI Audit Measures, PI Handlers processing the personal information of more than 10 million 

individuals are required to conduct a compliance audit at least once every two years, while there was 

no explicit timing requirement for other PI Handlers.  Article 14 of the Provisions now clarifies that 

Small-Scale PI Handlers are required to conduct a PI Audit once every five years and retain the self-

assessment checklist for at least five years.  Compared to the previous regulatory ambiguity, this 

provides a clearer compliance timeline. 

2. Simplified PIPIA Requirements 

Article 15 of the Provisions also provides a simplified approach to conducting PIPIAs through a 

standardized Personal Information Protection Impact Assessment Form for Small-Scale Personal 

Information Handlers (Annex 2).  Under this approach, Small-Scale PI Handlers are only required to 

record the conclusions of the assessment, thereby reducing procedural burden and operational costs.  

The impact assessment form shall be retained for at least three years. 

3. Exemptions from PIPIA and PI Audit 

The Provisions introduce certain exemption scenarios to avoid duplicative compliance efforts: 

◼ Under Article 8, Small-Scale PI Handlers operating on internet platforms may rely on the platform’s 

completed PI Audit and PIPIA, and are not required to conduct separate assessments themselves. 

◼ Under Article 18, Small-Scale PI Handlers that have obtained personal information protection 

certification may be exempted from conducting PI Audit during the validity period of such 

certification. 



 

6 

www.hankunlaw.com 

V. Data Compliance Management and Incident Response Mechanisms 

1. Simplification of Internal Personal Information Protection Policies 

Under the PIPL, PI Handlers are generally required to establish internal management systems and 

operating procedures for personal information protection.  To ease that burden, Article 16 of the 

Provisions provides that Small-Scale PI Handlers are no longer required to maintain a dedicated 

standalone regime for this purpose.  Instead, they may adopt a more flexible approach by 

incorporating personal information protection rules and incident response measures into their existing 

internal policies and management documents, thereby reducing the cost and administrative effort 

associated with developing and maintaining a separate compliance framework. 

That said, this simplification relates only to form rather than substance.  Small-Scale PI 

Handlers are still required to define internal management requirements for personal 

information processing activities based on factors such as processing purpose, processing 

methods, types of personal information, impact on individuals’ rights and interests, and 

potential security risks.  These internal rules shall ensure compliance with applicable laws 

and administrative regulations, and shall effectively prevent unauthorized access, as well as 

personal information leakage, tampering, or loss. 

2. Simplification of Data Incident Response 

With respect to personal information security incident response, Article 17 of the Provisions allows for 

more flexible notification methods where notification to individuals is required, including: 

◼ posting a notice in a prominent location for offline businesses; or 

◼ using pop-up notifications for online products. 

Compared to Article 11 of the Regulations on the Administration of Network Data Security, which 

contemplates notification through methods such as telephone, SMS, instant messaging, email, or 

public announcements, the Provisions significantly reduce the operational burden associated with 

individual notifications. 

Despite the simplified format, the legal obligations for Small-Scale PI Handlers to promptly 

take remedial measures, report to the relevant regulatory authorities, and notify affected 

individuals remain unchanged.  The specific content required in reports to regulators may 

refer to provisions such as the Measures for the Administration of National Cybersecurity 

Incident Reporting. 

For notifications to individuals, as required under the PIPL, the notice shall still include: 

◼ the types of personal information affected and the cause and potential harm of the 

incident; 

◼ remedial measures taken by the handler and measures individuals may take to mitigate 
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harm; and 

◼ the contact details of the handler. 

VI. Termination of Services and Personal Information Processing 

Under the PIPL, where a PI Handler ceases to provide products or services, it is required to proactively 

delete the relevant personal information.  Also, in the context of transfers of personal information 

resulting from dissolution, split-up, merger, bankruptcy or similar corporate changes, notice shall be 

provided to individuals, and the successor shall obtain consent from the personal information subjects 

where necessary.  The Provisions streamline the compliance burden on Small-Scale PI Handlers in 

service termination scenarios by easing notification and data deletion obligations. 

1. Simplified Notice Requirements 

Under Article 9 of the Provisions, individualized notice may be replaced with a unified public 

announcement, with separate arrangements for offline and online scenarios: offline businesses may 

provide notice by posting an announcement on site, while online businesses may do so through a pop-

up announcement on the relevant user interface. 

However, such announcements must meet specified timing requirements.  Specifically, the 

announcement must be made at least 30 working days in advance and remain publicly available for 

no less than 30 working days. 

2. Guidance in Data Deletion 

Acknowledging the difficulties for Small-Scale PI Handlers to implement the data deletion requirements 

under the PIPL, the Provisions introduce a more practical approach by offering guidance from 

administrative authorities. 

Article 9 provides that where a handler genuinely lacks the capability to delete personal information, it 

may report to the competent local authority and request assistance.  Where the competent authority 

is unclear, the handler may report to the competent municipal-level cyberspace administration. 

VII. Administrative Penalties 

The Provisions are designed to facilitate secure and efficient personal information processing by Small-

Scale PI Handlers, and this policy orientation is also reflected in a more lenient administrative 

enforcement approach aimed at fostering an inclusive business environment for small and micro 

enterprises. 

Article 19 specifies circumstances under which no administrative penalty will be imposed, 

including where the violation is minor, corrected in a timely manner, and does not result in harmful 

consequences, as well as cases of first-time violations with minor harm that are promptly rectified. 

Article 20 further sets out circumstances for mitigation or reduction of penalties, including: 

◼ proactively eliminating or mitigating the harmful consequences of the violation; 
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◼ voluntarily disclosing violations not yet identified by the competent authorities; 

◼ promptly notifying individuals, taking remedial measures, and proactively reporting to authorities 

in the event of a personal information security incident; 

◼ demonstrating meritorious cooperation in assisting authorities with enforcement actions; and 

◼ other circumstances warranting leniency or mitigation in accordance with law. 

That said, it should be emphasized that mitigation or exemption from administrative penalties does not 

equate to exemption from liability.  Small-Scale PI Handlers shall still implement appropriate 

safeguards for the protection of individuals’ rights and interests, as well as corresponding security 

management measures, taking into account the nature and scope of their data processing activities. 

******* 

Annex 1 Self-Assessment Checklist for Personal Information Protection Compliance Audits for Small-Scale 

Personal Information Handlers 

Annex 2 Personal Information Protection Impact Assessment Form for Small-Scale Personal Information 

Handlers 

https://www.hankunlaw.com/upload/portal/20260413/dd8c65be1b5184a7f98741c580a93a3f.pdf
https://www.hankunlaw.com/upload/portal/20260413/dd8c65be1b5184a7f98741c580a93a3f.pdf
https://www.hankunlaw.com/upload/portal/20260413/dd8c65be1b5184a7f98741c580a93a3f.pdf
https://www.hankunlaw.com/upload/portal/20260413/dd8c65be1b5184a7f98741c580a93a3f.pdf
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2. The Arrival of the Web3 Era: Taking stock of HK Court Decisions 
Relating to Digital Assets 

Authors: Adrian YIP 丨 Rio LI 丨 Sam WONG 

With the rapid development of fintech, investment and trading in digital assets has become increasingly 

popular.  As an international financial centre, Hong Kong has not only established responsive regulatory 

frameworks in relation to digital assets, its jurisprudence has also evolved in step with emerging 

technologies and we have seen legal principles applied to cryptocurrency-related disputes and attempts 

made to freeze digital assets using innovative methods.  These measures enhance investor protection 

and foster confidence in the digital asset market, and enhance investors’ willingness to adopt Hong Kong 

law as the governing law for transactions involving digital assets.  This article serves to introduce and 

take stock of recent judicial decisions relating to digital assets. 

Starting point: Cryptocurrency is recognised as ‘property’ in Hong Kong 

In Re Gatecoin Limited [2023] 2 HKLRD 1079, [2023] HKCFI 9141, the Court of First Instance held that 

cryptocurrency is property under Hong Kong law and is capable of being held on trust. 

The court followed the New Zealand court decision of Ruscoe v Cryptopia [2020] NZHC 728 and concluded 

that cryptocurrency satisfies the four criteria for “property” as explained in National Provincial Bank v 

Ainsworth [1965] AC 1175.  In short, cryptocurrency is a type of intangible property that is: 

(1) Definable: The public key allocated to a cryptocurrency wallet is readily identifiable, sufficiently distinct 

and capable of being allocated uniquely to an individual account holder. 

(2) Identifiable by third parties: Only the holder of a private key is able to access and transfer the 

cryptocurrency from one wallet to another. 

(3) Capable of assumption by third parties: It can be and is the subject of active trading markets where 

the rights of the owner in that property are respected, and it is potentially desirable to third parties such 

that they want themselves to obtain ownership of it. 

(4) Of some degree of permanence or stability: The entire life history of a cryptocurrency is available in 

the blockchain [at paras.57 & 59]. 

This decision aligns the position of Hong Kong with that of other common law jurisdictions, recognising the 

proprietary nature of cryptocurrencies as legal property. 

The terms and conditions of the cryptocurrency exchange matter 

In determining whether a cryptocurrency exchange holds the cryptocurrencies on trust for its customers, 

the court looked at the terms and conditions between the exchange and its customers, and the way the 

exchange operates (including how it deals with the cryptocurrencies). 

 
1 See Decision at https://legalref.judiciary.hk/lrs/common/ju/ju_frame.jsp?DIS=151622&currpage=T. 

https://legalref.judiciary.hk/lrs/common/ju/ju_frame.jsp?DIS=151622&currpage=T
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As an example, in Re Gatecoin Limited, the latest terms and conditions of Gatecoin were found to contain 

no express declaration of trust, and expressly disclaim any fiduciary relationship between Gatecoin and its 

customers.  The terms and conditions further provide that the cryptocurrencies may be stored in pooled 

blockchain assets accounts or omnibus fiat accounts (i.e. they are not segregated) [at para.42].  The 

cryptocurrencies deposited by the customers were indeed treated as Gatecoin’s assets and Gatecoin was 

able to use the cryptocurrencies kept in the wallets it controlled in the way it saw fit, including for the 

purpose of carrying on trades in its own right.  In Gatecoin’s audited financial statements, the 

cryptocurrencies held by Gatecoin were treated as its assets while the “customer deposits” were treated 

as liabilities [at para.43]. 

In light of the above, the court ruled that pursuant to the latest terms and conditions, Gatecoin held the 

cryptocurrencies in its own right and did not hold the same on trust for its customers.  In other words, 

when the exchange is wound up, the customers who accepted the latest terms and conditions would be 

treated as unsecured creditors, and their “deposits” would be regarded as the exchange’s assets, which 

would be realised in the liquidation process. 

Interlocutory proprietary injunctions can be made against cryptocurrency assets 

In recent years, Hong Kong courts have granted interlocutory proprietary injunctions in relation to 

cryptocurrency assets, see for example Nico Constantijn Antonius Samara v Stive Jean-Paul Dan [2021] 

HKCFI 10782  (proprietary injunction restraining the defendant from disposing of his assets, including 

Bitcoins) and Yan Yu Ying v Leung Wong Hei [2021] HKCFI 31603 (proprietary injunction restraining the 

defendant from dealing with the subject Bitcoins).  These decisions confirm that Hong Kong courts can 

prevent cryptocurrency holders from transferring cryptocurrency out of their wallets or otherwise dealing 

with cryptocurrency without the court’s consent. 

Tokenised injunction orders allowed 

In Worldwide A-Plus Investment Ltd v A-Plus Meta Technology Ltd (HCA 2417/2024), the Court of First 

Instance allowed for the first time the use of blockchain technology in serving a tokenised injunction order, 

prohibiting the transfer of funds from two crypto wallets involving a fraud of over $2.6 million in Tether 

USDT. 

A tokenised injunction order overcomes the limits of the traditional method of serving an injunction order 

(which requires a copy of the order to be served personally with the requisite penal notice indorsed thereon) 

by allowing the service of court documents on anonymous crypto wallets holders (in that case directly onto 

the Tron Blockchain).  Once an injunction order is tokenised, anyone who intends to perform transactions 

with the wallets concerned would see the injunction order stored on the blockchain, preventing one from 

claiming ignorance as a defence. 

 
2 See Reasons for Decision at 

https://legalref.judiciary.hk/lrs/common/search/search_result_detail_frame.jsp?DIS=135241&QS=%2B%7C%28HCA%2
C902%2F2018%29&TP=JU. 

3 See Decision at https://legalref.judiciary.hk/lrs/common/ju/ju_frame.jsp?DIS=139582&currpage=T. 

https://legalref.judiciary.hk/lrs/common/search/search_result_detail_frame.jsp?DIS=135241&QS=%2B%7C%28HCA%2C902%2F2018%29&TP=JU
https://legalref.judiciary.hk/lrs/common/search/search_result_detail_frame.jsp?DIS=135241&QS=%2B%7C%28HCA%2C902%2F2018%29&TP=JU
https://legalref.judiciary.hk/lrs/common/ju/ju_frame.jsp?DIS=139582&currpage=T
https://legalref.judiciary.hk/lrs/common/search/search_result_detail_frame.jsp?DIS=135241&QS=%2B%7C%28HCA%2C902%2F2018%29&TP=JU
https://legalref.judiciary.hk/lrs/common/search/search_result_detail_frame.jsp?DIS=135241&QS=%2B%7C%28HCA%2C902%2F2018%29&TP=JU
https://legalref.judiciary.hk/lrs/common/ju/ju_frame.jsp?DIS=139582&currpage=T
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This decision shows that Hong Kong’s legal system is adapting to digital assets and blockchain technology, 

and sets a precedent for the use of tokenised injunction orders. 

Bankers Trust order made possible against crypto exchange platforms 

In Wang Weiqing v Zhuo Yihao & Others [2025] HKCFI 49414, the court held that a Bankers Trust order 

can be invoked to compel a digital asset exchange platform to provide relevant account information and 

transaction details to enable the plaintiff to trace his stolen assets. 

In that case, the court set aside a proprietary injunction against a hot wallet of a cryptocurrency exchange 

platform which purportedly contained the stolen assets.  The plaintiff failed to make full and frank 

disclosure under an ex parte application about the possible defences of the exchange by reasons of the 

nature of the hot wallet and the pre-injunction correspondence between the parties. 

Although the plaintiff was unable to make an application on the basis of an ancillary disclosure order as 

the proprietary injunction was discharged, the court accepted and allowed the plaintiff to invoke the 

Bankers Trust order, requiring the exchange to supply the relevant information for him to trace the stolen 

cryptocurrencies. 

This decision demonstrates that the Hong Kong court has decided to follow the English court approach 

(which made a Bankers Trust order compelling Binance (a cryptocurrency exchange platform) to make 

disclosure in Ion Science Ltd v Persons Unknown [2020] EWHC 3688 (Comm)) in issuing Bankers Trust 

orders against cryptocurrency exchanges to assist the victims in tracing digital assets. 

Conclusion and expected trends 

The Hong Kong courts have made a series of milestone decisions in recognising cryptocurrencies as 

property, pioneering the use of tokenised injunction orders to freeze digital assets involving fraud, and 

utilising Bankers Trust orders to compel cryptocurrency exchanges to disclose account information and 

transaction records of crypto wallets containing stolen assets to assist the victims in following and 

recovering their assets. 

These developments have significantly strengthened the protection for digital asset investors in Hong Kong 

and have fostered investors’ confidence, reinforcing Hong Kong’s position as an international financial 

centre. 

The Financial Services and the Treasury Bureau of Hong Kong previously announced its goal of positioning 

Hong Kong as a world leader in the development of virtual assets and fostering the sustainable 

development of an international virtual asset industry5.  The Government further issued Policy Statement 

2.0 on the Development of Digital Assets in Hong Kong in June 2025, setting out a vision for a trusted and 

innovative digital asset ecosystem that prioritises risk management and investor protection.  The 

 
4 See Decision at https://legalref.judiciary.hk/lrs/common/ju/ju_frame.jsp?DIS=173524&currpage=T. 
5 Financial Services and the Treasury Bureau, Hong Kong Court Granted First “Tokenised Injunction Order”, Setting Legal 

Precedent in Virtual Asset Sector 
https://www.facebook.com/100064860394243/posts/1038215571683780/?mibextid=WC7FNe&rdid=HW0LcDAq0hDQK
AFB. 

https://legalref.judiciary.hk/lrs/common/ju/ju_frame.jsp?DIS=173524&currpage=T
https://legalref.judiciary.hk/lrs/common/ju/ju_frame.jsp?DIS=173524&currpage=T
https://www.facebook.com/100064860394243/posts/1038215571683780/?mibextid=WC7FNe&rdid=HW0LcDAq0hDQKAFB
https://www.facebook.com/100064860394243/posts/1038215571683780/?mibextid=WC7FNe&rdid=HW0LcDAq0hDQKAFB
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statement introduces the framework which focuses on establishing a comprehensive and unified regulatory 

framework for digital asset service providers, and expanding the suite of tokenised products etc. 

We are optimistic that Hong Kong will continue to build a more comprehensive legal framework in the 

protection of cryptocurrency assets.  We also expect to see more disputes involving cryptocurrency 

assets in court litigation and arbitration, and the Hong Kong courts continuing to refine legal tools and apply 

them in the context of digital assets. 

For the regulatory framework in relation to digital assets in Hong Kong, please refer to “从虚拟资产到数字

资产，《香港宣言 2.0》的变与不变”.  Also check out “Key Takeaways from Notice No.42: New Regulatory 

Measures on Virtual Currencies in the Chinese Mainland” and “峰回路转，柳暗花明 — 现实世界资产

（RWA）代币化新规解读” for the regulatory framework relating to virtual currencies and real world assets 

(RWA) in the PRC. 

******* 

In case of any questions or inquiries, please contact Adrian Yip, Rio Li or Sam Wong of Dispute Resolution 

Team of Han Kun Law Offices LLP. 

https://www.hankunlaw.com/portal/article/index/cid/8/id/15439.html
https://www.hankunlaw.com/portal/article/index/cid/8/id/15439.html
https://www.hankunlaw.com/en/portal/article/index/cid/8/id/16362.html
https://www.hankunlaw.com/en/portal/article/index/cid/8/id/16362.html
https://www.hankunlaw.com/portal/article/index/cid/8/id/16241.html
https://www.hankunlaw.com/portal/article/index/cid/8/id/16241.html
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Important Announcement 

This Newsletter has been prepared for clients and professional associates of Han Kun Law Offices.  

Whilst every effort has been made to ensure accuracy, no responsibility can be accepted for errors and 

omissions, however caused.  The information contained in this publication should not be relied on as 

legal advice and should not be regarded as a substitute for detailed advice in individual cases.  

If you have any questions regarding this publication, please contact: 

Beijing David LI Attorney-at-law  

Tel: +86 10 8525 4668 

Email: david.li@hankunlaw.com 

Shanghai Kelvin GAO Attorney-at-law  

Tel: +86 21 6080 0920 

Email: kelvin.gao@hankunlaw.com 

Shenzhen Jason WANG Attorney-at-law 

Tel: +86 755 3680 6518 

Email: jason.wang@hankunlaw.com 

Hangzhou Tracy ZHOU Attorney-at-law  

Tel: +86 571 2821 2682 

Email: tracy.zhou@hankunlaw.com 

Wuhan Jiao MA Attorney-at-law 

Tel: +86 27 5937 6200 

Email: jiao.ma@hankunlaw.com 

Haikou Hanmeng LI Attorney-at-law 

Tel: +86 898 3665 5003 

Email: hanmeng.li@hankunlaw.com 

Hong Kong Dafei CHEN Attorney-at-law  

Tel: +852 2820 5616 

Email: dafei.chen@hankunlaw.com 

Singapore Lan YU Attorney-at-law  

Tel: +65 6013 2966 

Email: lan.yu@hankunlaw.com 

New York Mike CHIANG Attorney-at-law  

Tel: +1 516 960 2071 

Email: mike.chiang@hankunlaw.com 

Silicon Valley Melody HE Attorney-at-law  

Tel: +852 2820 5686 

Email: melody.he@hankunlaw.com 

London Paul LI Attorney-at-law  

Tel: +44 7702 605 278 

Email: paul.li@hankunlondon.co.uk 
 

mailto:mike.chiang@hankunlaw.com

